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Who is SysEleven?

Managed Hoster & Upstream-Provider 
300+ customers, 10 Points-of-Presence



Current Situation



Current Situation



The majority of ISPs in the world still filter on 
max-prefix limits at most and hope for the best.



Is filtering not easy enough? 

HowTo’s or BCPs missing?



Routing Policy

We filter.. 
• Bogon ASNs 
• Bogon prefixes 
• IXP networks 
• Own networks 
• Prefix length 
• Invalid prefixes

term REJECT-BOGON-ASN from as-path-group BOGON-ASN 
term REJECT-BOGON-ASN then reject 

term REJECT-BOGON-PREFIXES from prefix-list-filter BOGON-PREFIXES orlonger 
term REJECT-BOGON-PREFIXES then reject 

term REJECT-SYS11-PREFIXES from prefix-list-filter SYSELEVEN-NETWORKS orlonger 
term REJECT-SYS11-PREFIXES then reject 

term REJECT-IXP-NETWORKS from prefix-list-filter IXP-NETWORKS orlonger 
term REJECT-IXP-NETWORKS then reject 

term FILTER-PREFIX-LENGTH-1 from route-filter 0.0.0.0/0 prefix-length-range /0-/8 
term FILTER-PREFIX-LENGTH-1 then reject 

term FILTER-PREFIX-LENGTH-2 from route-filter 0.0.0.0/0 prefix-length-range /25-/32 
term FILTER-PREFIX-LENGTH-2 then reject 

term RPKI_REJECT_INVALID from community SYS11_ORIGIN_RPKI_INVALID 
term RPKI_REJECT_INVALID then reject



No Dynamic prefix filter generator



Autogen

• Reads AS-SETs from file 

• Generates XML „prefix-list“ 
• Applied via NETCONF 
• Executed every night 

router;type;lclpref;metric;enabled;import;export;passive;rpki;addr;email;ipv;peer-name;peer-ip;asn;as-set;md5;prefix-limit 

router ; DECIX ; 110 ; 90 ; Y ; Y ; Y ; Y ; N ;;; 4 ; YAHOO ; 80.81.192.115 ; 10310 ; AS-YAHOO ; 

term PEERING from prefix-list-filter 4-AS-YAHOO orlonger; then accept
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Autogen / bgpq3

• Prefix-filter generator 

• Extracts prefixes from route-objects 
• Default IRR: RADB 
• Supports Cisco & Juniper 

https://github.com/snar/bgpq3



Autogen / aggregate

EVERYBODY LOVES AGGREGATION! 

# apt-get install aggregate 
https://github.com/job/aggregate6



Autogen

Generates Juniper XML: 
echo "<configuration ><groups> 

<name>AUTOGEN-$ip_version</name><apply-flags><omit/></apply-flags> 

• <policy-options replace=\"replace\">" 

  for a in $objects; do 

•    echo "<prefix-list replace=\"replace\"><name>$ip_version-$a</name>" 

    /usr/bin/bgpq3 -h whois.syseleven.net $a | awk '{print $5}' | aggregate -q 

    while read line; do 

•    echo "<prefix-list-item>$line</prefix-list-item>" 

•   done 

•   echo "</prefix-list>" 

  done 

echo "</policy-options></groups></configuration>"



Autogen / NETCONF

• Juniper NETCONF client 

• edit_configuration.pl for JunOS 14+ 

• Reads xml-formatted configuration 

/usr/bin/perl edit_configuration.pl -l $user -p $pass -m ssh $xmlfile $target:22 

https://github.com/juniper/netconf-perl



Autogen / Challenges

• RPKI/max-prefix for peers with 10k+ prefixes 

• Using ASN if no AS-SET exists 

• Install own mirror instead of using RADB



whois.syseleven.net

• Running on IRRd v3.0.8 

• RIPE, RADB, BBOI, LEVEL3, NTTCOM, ARIN, ALTDB 

• Using downsized RIPE database 

https://github.com/irrdnet/irrd 

https://launchpad.net/~syseleven-platform/+archive/ubuntu/irrd



RPKI

• RIPE validator v2.23 used 

• Please create ROAs via LIR Portal 

https://github.com/RIPE-NCC/rpki-validator/



RPKI

Modes configured per peer: 

• MODERATE Reject invalid announcements 

• STRICT Accept only valid announcements 

router;type;localpref;metric;enabled;import;export;passive;rpki;localaddr;email;ip-version;peer-name;peer-ip;asn;as-set;md5 

router ; UPSTREAM ; 100 ; 100 ; Y ; Y ; Y ; N ; {M,S} ;;; 4 ; LEVEL3 ; 212.*.*.* ; 3356 ;;



RPKI

Configuration on JunOS: 
tvoss@router> show configuration routing-options validation 

group RPKI { 

    session 151.252.**.** { 

        refresh-time 300; 

        hold-time 600; 

        port 8282; 

        local-address 37.123.**.**; 

    } 

    session 37.44.**.** { 

        refresh-time 300; 

        hold-time 600; 

        port 8282; 

        local-address 37.123.**.**; 

    } 

}

tvoss@router> show configuration policy-options policy-statement 4-DOWNSTREAM-IN 

term RPKI-VALIDATION-VALID { 

    from validation-database valid; 

    then { 

        validation-state valid; 

        community add SYS11_ORIGIN_RPKI_VALID; 

    } 

} 

term RPKI-VALIDATION-INVALID { 

    from validation-database invalid; 

    then { 

        validation-state invalid; 

        community add SYS11_ORIGIN_RPKI_INVALID; 

    } 

} 

tvoss@router> show configuration policy-options policy-statement 4-CUSTOMER-IN 

term RPKI_REJECT_INVALID { 

    from community SYS11_ORIGIN_RPKI_INVALID; 

    then reject; 

}



RPKI / Challenges

• 10k+ invalid routes rejected 

• Biggest polluter: a certain Tier1 

• Disputable possibility of censorship 

tvoss@router> show route receive-protocol bgp CERTAIN-TIER1 table inet.0 hidden | count 
Count: 3765 lines* 

tvoss@router> show route receive-protocol bgp TELIA-CARRIER table inet.0 hidden | count 
Count: 0 lines*

* 1 line subtracted for header information



RPKI / Challenges

• If validator dies, invalid announcements accepted 

• Setup a second validator 

tvoss@router> show validation session 
Session     State  Flaps  Uptime    #IPv4/IPv6 records 
37.44.**.**   Up   0   1w3d 05:47:59  24999/3591 
151.252.**.**   Up   0   1w3d 06:04:23  24999/3591



It’s not only about filtering



Denial of Service

SysEleven’s challenge: 

• DDoS smaller than 100 Gbps 

• 99% volumetric attacks 

• 99% stupid attacks



Denial of Service

SysEleven’s approach: 

• Increased upstream capacity 

• Moved all ports into LAGs 

• Installed FastNetMon 

• Enabled FlowSpec



Denial of Service / FastNetMon

• DDoS attack detection 
• User-defined thresholds 
• Collects NetFlow, sFlow, IPFIX data 
• Support for Graphite, InfluxDB, ExaBGP 

https://github.com/pavel-odintsov/fastnetmon



Detection is good 
Mitigation is better



Denial of Service / FlowSpec

• FlowSpec (RFC5575) enabled 

• Filters propagated by BGP 

• Rate-Limit possible 

• Upstream sessions are FlowSpec enabled 

• Communities for advertising/exporting



Denial of Service / Attack

• Detection and mitigation in less then 2 minutes 

• Script triggered: /usr/… /notify_about_attack.{sh,py} 
• SMS via 3rd-party API to NOC engineer on duty



Denial of Service / Attack

Information from FNM capture used: 
tvoss@router# show | compare 
[edit routing-options flow] 
+    route 109.68.230.206/32 { 
+        match { 
+            destination 109.68.230.206/32; 
+            protocol udp; 
+            port [ 0 4444 ]; 
+        } 
+        then { 
+            community ANNOUNCE_UPSTREAM; 
+            discard; 
+    }



Denial of Service / Attack

• FlowRoute propagated internally and upstream 

• More-specific route announced upstream 

inetflow.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden) 
109.68.230.206,*,proto=17,port=0,=4444/term:1 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101 
                Next hop type: Fictitious 
                Announcement bits (1): 0-Flow 
                Communities: traffic-rate:0:0 
                Accepted 
                Validation state: Accept, Originator: 37.44.7.60 
                Via: 109.68.230.0/24, Active



Denial of Service / FastNetMon

• FastNetMon v1.13 can do blackholing 

• Don’t try to use FlowSpec, wait for v2.0 

• GoBGP used for FlowSpec in v2.0 

• Ratelimit/discard in case of attack



Summary

SELF-MADE-FILTERS + OPEN-SOURCE-TOOLS 

• Budget friendly 

• Less incidents 
• Does the job! :-)



Routing BCP

• Everybody invited to submit his routing policies 

• Volunteers wanted to compile draft BCP 

https://github.com/denog/routing-bcp


