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Why should we care?
Networking industry is “stuck in the past” 

(performance improvement taken for granted)

Networks seen as unique, complex and slow to evolve

Network engineers still value their “CLI” expertise 
(xCIE)

(culture + politics issues)

Little to no automation in place for a vast of customers
(complex infrastructure, multi-vendor, legacy)

Minutes to deliver a VM, weeks to attach it to the infra:
“Networking is in the way”
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Automation and Programmability

Automation:

Provide the ability for users to optimize workflows, and bring a coherent 
view of operational resources.

Programmability #1:

Provide a core system 
that enables every 
function to be controlled

Programmability #2:

Provide programmatic 
interfaces to access core 
programmability features.

Programmability #3:

Provide users the ability 
to extend the platform to 
meet their unique needs.

Programmability enables Automation
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Classification of (opened) Automation Tools
The Build phase centers around the initial design 
and installation of a network component. 

The Configure phase covers methods 
to deploy on demand configuration and 
software changes to the platform.

The Audit phase deals with automating 
the process of monitoring operational 
state of the platform and reacting on 
state conditions.

Build

ConfigureAudit

Configure
Chef

Puppet

Ansible

PyEZ

Audit

SNMP

JunosScript

PyEZ

Netconf / DMI

Build

ZTP

Ansible

OpenClos

PyEZ
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Use case – Automate the DC Build

ZTP	+	
Ansible	
Server

BENEFITS
• Minimal skill required by onsite deployment team
• Ensure Consistent deployment in line with company policies
• Reduces Data Center Build out from days to minutes

1. New Equipment Gets Connected

2.  All configurations downloaded

3.  All equipment online and operational

Build Configure Operate
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Ansible	
Server

Database
Web 

Server 1
Web

Server 2

BENEFITS
• Agentless Interaction via SSH, Telnet/Console or NETCONF
• Workflow Engine allows ordered and coordinated changes between nodes
• Available across Junos product families – EX and QFX Switches, MX and PTX Routers, and SRX Firewalls

Use case – Configuration Management

1. User runs a Playbook that describes 
actions across multiple nodes

2.  Ansible Server then uses a push
method via SSH or NETCONF to make 
changes across nodes

3.  Changes are orchestrated in order 
across the network and compute 
infrastructure

Ops	User
Playbook

SRX	Firewall SRX	Firewall
QFX	10k

Build Configure Operate

QFX	10k
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Use case – Network Troubleshooting

Ops	User

Web 
Server

Database

Juniper	Firewall

Alert / 
Report

BENEFITS
• Operational Workflow Automation allows operations staff to schedule tasks 
• Create reports based on “Out of Profile” events
• Ability to automate “Remediation Actions” based on report data to improve network availability and reduce MTTR

1.  Administrators create scripts for data 
collection to check network health

2.  In the event of error in automated tests, 
an alert / report is generated for the 
administrator

3.  Administrator creates automated 
remediation to fix errors on 
detection

Remediation

Build Configure Operate
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Automation
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AUTOMATION
Solving real customer technical and business problems at every level

Platform
Platform Automation focuses on delivering 
programmatic access to individual components in 
the network to automate day to day activities and 
reduce response times..

<SLAX>

Network
Network  Automation aims to abstract the individual 
platforms, and operate as a “Network As A Service 
(NaaS)” model. As such, the network is treated as a 
single entity.

Domain
Domain Automation takes the concepts of NaaS, 
and extends it to an entire domain, including 
network, compute and storage to deliver end 
services at a rapid pace and high scale.
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AUTOMATION

Platform
Platform Automation focuses on delivering 
programmatic access to individual components in 
the network to automate day to day activities and 
reduce response times..

<SLAX>
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Data Plane (PFE)Chassis

XML-RPC

NETCONF Junos XML

SNMP
RO CLI

Junos	Platform	Automation	Stack

REST

YANG

PyEZ Framework

AnsiblePython
Scripts Salt*

RubyEZ Library

PuppetRuby
Scripts Chef

Python / SLAX

CLIRA*JSNAP

JSD

THRIFT

JET API

Junos Automation stack
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NETCONF & YANG
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NETCONF and YANG

YANG Models

Management Applications
YANG Models

YANG Models

Data-Model  (YANG):
• Determines the Structure,  Syntax and 

Semantics of the Data.
• Externally visible

Protocol (NETCONF):
• Remote primitives to view and 

manipulate the data.
• Encoding of data as defined by the Data 

Model

NETCONF

YANG Models
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What does junos have
• NETCONF (RFC 6241)

• Releases - All Junos releases support NETCONF
• Platforms - All Junos Platforms support NETCONF
• As the NETCONF RFC is amended, we keep adding the support on Junos

• YANG (RFC 6020)
• Releases 

- 14.2 (partial support - configuration schema in yang) 
- 15.2+ (full support - configuration and operational schema in yang) 

• Platforms - All
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IT Frameworks
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Ruby Interpreterjpuppet  package

Puppet  "netdev" module

NETCONF

(FreeBSD)

NETCONF "gem"Puppet	Agent
(client)

Puppet Master
(server)

"netdev"

"netdev"	is	a	Puppet	module	stored	on	the	
Puppet	master.		The	device	running	the	Puppet	
agent	downloads	this	code	via	SSL

Junos	products	are	equipped	with	a	NETCONF	API	
that	enables	programmatic		configuration	changes	
and	operational	management	via	secure	XML	RPC

EX | QFX | MX

PUPPET



Copyright © 2014 Juniper Networks, Inc. 18

rb-junos-ez

net-netconf

CHEF
Chef	Server
• Enterprise	Chef
• Hosted	Enterprise	Chef
• Open	Source	Chef

Chef	Workstation

node	object

cookbook

cookbook

Chef	repository

knife

XML

Chef
SDK	package

Chef	Agent
(client)

Ruby	Interpreter

EX | QFX
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Ansible

Python	API

Ansible
Transports

Plugins

Playbook
Files

junos_get_facts

junos_install_os junos_reboot

junos_install_config

junos_shutdown

Module
Library

Security Routing Switching

NETCONF

SSH

Telnet/Console

§ Agentless	and	simple	approach

§ Does	not	require	coding	skills	(YAML)

§ Work	flow	Engine
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Building Blocks
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Think globally, automate locally

Junos	Script	API

Commit
Scripts

Op
Scripts

Event
Scripts

Users	can	write	their	own	
commit,	op	and	event	scripts.

The	Junos	Script	API	allows
Access	to	Junos	commands,	
configuration,	and	state	data.

Commit	Script
Run	every	time	a	user	commits	the	
configuration,	can	help	with	automation	
and	consistency

Op	Script
Initiated	by	an	operator,	help	in	
troubleshooting,	configuration,	monitoring

Event	Script	
Initiated	by	an	event	policy	and	allow	
automation	and	troubleshooting	

ON BOX AUTOMATION
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SLAX
• Supports both On and Off-box automation

• Syntax overlay for XSLT programming 
language

• On-box scripting for op, event and commit

• Off-box scripting for op and pre-emptive 
commit
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PyEZ
• Python framework with easy learning curve

• Works with any Junos device running 11.4 or later

• Operational and Configuration Data/Management

• Generalized utilities for file-system, software-upgrade, scp

• Community supported
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So why is it called “PyEZ” anyway?

Copyright © 2015 Juniper Networks, Inc. 
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Raw Python – 48 lines

Copyright © 2015 Juniper Networks, Inc. 

So why is it called “PyEZ” anyway?
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Raw Python – 48 lines ncclient – 19 lines

Copyright © 2015 Juniper Networks, Inc. 

So why is it called “PyEZ” anyway?
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Raw Python – 48 lines

All 3 scripts gather ‘show version’ info from the same device

ncclient – 19 lines

PyEZ – 7 lines (and gathers more info)

So why is it called “PyEZ” anyway?
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• Yet Another Markup Language
• simplified language structure
• Ansible Playbooks

• Name
• The name of the running playbook

• Hosts
• Hosts to apply the tasks to

• Tasks
• Tasks to apply to the hosts

• (Optionally) Variables
• Variables allow for the customization of a 

running task

• # ansible-galaxy install 
Juniper.junos

• Jinja2 is a templating language 
for Python

• sticking to Python’s principles
• Example:

• Loop in Jinja2 template
• {% for domain in domains %}"{{ domain 

}}",{% endfor %}

YAML & Jinja2
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Examples
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SLAX – Check Backbone MTU
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Ansible – Deploy Playbook
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Ansible – Playbook to load Junos Software

junos_install_os
performs	installation
of	Junos	OS	only	if
the	device	does	not
have	it	already	installed

handlers only	called
if	OS	is	changed
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PyEZ – BGP Config Example
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PyEZ – NETCONF Session
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PyEZ – Load YAML File
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PyEZ – Merge Jinja2 with YAML Template
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PyEZ – Diff
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PyEZ – Activate Configuration
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PyEZ – Result & Help
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Ansible – get facts



Copyright © 2014 Juniper Networks, Inc. 41

Ansible – deploy BGP
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JUNOS FOR NETWORK AUTOMATION
Key	takeaways

• Automation is a core part of Junos, not a “bolt on” or external API
• Current IETF standards are based on Juniper invented technologies
• Extensible, open-source frameworks
• Multiple access protocols supported for integration into OSS/BSS systems
• Enabling use of modern programming languages 
• Integrations with DevOps frameworks for abstracted automation
• YANG models
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