
BGP-Peer Analysis 
based on Netflow 

Andre Kosak 

20. Oktober 2011 



20.10.2011 © 2011 IsarNet SWS GmbH  Page 2 

Netflow BGP information 

Which BGP information can Netflow provide for you? 

 

• Peering information: Peer AS number 
 

  

 

    or Origin information: Origin AS Number 

 

 

• and BGP Next-hop router's IP: IP address 

Netflow BGP 

Local AS  Peer AS 

Local AS  Peer AS  Origin AS 

Local AS  Next AS 

Next hop IP address  
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Measurement 
Measurement 

SrcAddr: 212.114.252.118 
DstAddr: 82.135.107.131 
FlowSamplerID: 0 
InputInt: 2 
SrcPort: 59739 
DstPort: 4500 
IP ToS: 0x00 
Protocol: 17 
SrcMask: 17 
DstMask: 28 
TCP Flags: 0x00 
PeerDstAS: 8767 
PeerSrcAS: 0 
NextHop: 192.162.230.225  
Octets: 14175 
Packets: 102 
[Duration: 60.048000000 seconds] 
   StartTime: 1946892.540000000 seconds 
   EndTime: 1946952.588000000 seconds 
OutputInt: 8 

Netflow  Peer AS 
IsarFlow 

SrcAddr: 212.114.252.118 
DstAddr: 82.135.107.131 
FlowSamplerID: 0 
InputInt: 2 
SrcPort: 59739 
DstPort: 4500 
IP ToS: 0x00 
Protocol: 17 
SrcMask: 17 
DstMask: 28 
TCP Flags: 0x00 
PeerDstAS: 8767 
PeerSrcAS: 0 
NextHop: 192.162.230.225  
Octets: 14175 
Packets: 102 
[Duration: 60.048000000 seconds] 
   StartTime: 1946892.540000000 seconds 
   EndTime: 1946952.588000000 seconds 
OutputInt: 8 

Usage of 
Quagga 



20.10.2011  Page 4 

SRC/DST Analysis: All border 
router interfaces, input only SRC/DST Analysis 
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SRC/DST Analysis: All border 
router interfaces, output only SRC/DST Analysis 
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BGP Upstream Analysis 

          

 

Upstream Analysis 
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SRC/DST Analysis: All border 
router interfaces, output only SRC/DST Analysis 

Filter on first 
peering partner 
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Contact Information 
isarflow.com 

 

IsarNet Software Solutions GmbH 
Terminalstrasse Mitte 18 
85356 Munich 

Germany 

 

Tel: +49 89 97007 499 

Fax: +49 89 97007 200 

 

isarflow@isarnet.de 

 

http://www.isarnet.com 
http://www.isarflow.com 
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