Microcode updates as protection
against Spectre & Co.

1 TH=MAS
yoe UENOG — KRENN’

g | Werner Fischer




Houses Software Hardware






FDIV Replacement Program

In December of 1994, Intel announce
then current version (60-100MHz) of t
shipping in late 1994. If you took delivery [:fy rsystem on Jan 1 1985 or late

a lifetime replacement |::|::I||::1\\|r an the we

INTERNET ARCHIVE |hnp:h’suppurl.\'nle\.oom,’suppurl.’pruoessorsf m/fdiv/ | JAN ) APR

.’I“mm"“! 116 captures

3 Mar 2000 - 18 Nov 2018

Intel.com “#" g8 Worldwide AL Intel | Press Room | Contact Us Search
( nte!)teap ahead
Products | Tec & Research | Resource Centers | Support & Downloads | Where to Buy

FDIV Replacement Program

In December of 1994, Intel announced a lifetime replacement policy on the well publicized floating point unit flaw, contained in the
then current version (60-100MHz) of the PentiumU processor. Non-FPU flawed versions of the Pentium processor began
shipping in late 1894. If you took delivery of your system on Jan 1, 1995 or later, it is increasingly probable that you have a
processor without the flaw. Therefore, it is important that you check your system to determine if a replacement is needed. See
question 2 in the FAQs o find out how you can easily check your system for the flaw.

The replacement program is directed at End Users of working systems who are concerned about the impact of this flaw on their
applications (see White Paper for more information). The FAQ describes the replacement process as well as answers commonly
asked questions. In addition to this guide, you can call the customer service numbers for information regarding the replacement
program.

» Frequently Asked Questions (updated - 14 May 98) about the Pentium® processor replacement program
* Intel® Processor Frequency 1D Utility: a utility that will identify the Intel processor contained in your PC

« Customer Service Telephone Numbers for replacement
G r W G re » Intel White Paper: Detailed Statistical Analysis of Floating Point Flaw in Pentium Processors

Site Map | RSS Feeds | Jobs at Intel | Investor Relations *Legal Information | Privacy Policy | ©intel Corporation
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2 ® wfischer@tpw: ~
wfischer@tpw:~$ iucode tool --scan-system

iucode tool: system has processor(s) with signature OxOOOE[LEE
wfischer@tpw:~$ |

MICROCODE UPDATE GUIDANGE

Pre-

A T o S New
Code Name Product Collection Product Names e CPUID patiomn ¢ date Hroduction M't'gat'.lm Production
Segment ID or Q2 Status Production MCU Rev

MCU

Intel® Core™ Processor Extreme Edition i7-3920XM, i7-
3940XM

Intel® Celeron® Processor 1000M, 1005M, 1007U, 1017U,
1019Y, 1020E, 1020M, 1037U, 1047UE, 927UE, G1610,
G1610T, G1620, G1620T, G1630

Intel® Core™ Processor i7-3517U, i7-3517UE, i7-3520M, i7-
3537U,i7-3540M, i7-3555LE, i7-3610QE, i7-3610QM, i7-
3612QE, i7-3612QM, i7-3612QM, i7-3615QE, i7-3615QM,
i7-3630QM, i7-3632QM, i7-3632QM, i7-3635QM, i7-3667U,
i7-3687U, i7-3689Y, i7-3720QM, i7-3740QM, i7-3770, i7-
3770K, i7-3770S, i7-3770T, i7-3820QM, i7-3840QM

Intel® Core™ Processor i5-3210M, i5-3210M, i5-3230M, i5-
3230M, i5-3317U, i5-3320M, i5-3330, i5-33308S, i5-3337U, Mobile 306A9 12 Yes Production Ox1F 0x20
i5-3339Y, i5-3340, i5-3340M, i5-3340S, i5-3350P, i5-
3360M, i5-3380M, i5-3427U, i5-3437U, i5-3439Y, i5-3450,
i5-3450S, i5-3470, i5-3470S, i5-3470T, i5-3475S, i5-3550,
i5-35508, i5-3570, i5-3570K, i5-3570S, i5-3570T, i5-
3610ME

Intel® Core™ Processor i3-3110M, i3-3120M, i3-3120ME, i3-
3130M, i3-3210, i3-3217U, i3-3217UE, i3-3220, i3-3220T,
i3-3225, i3-3227V, i3-3229Y, i3-3240, i3-3240T, i3-3245, |
i3-3250, i3-3250T

Intel® Pentium® Processor 1405 v2, 2020M, 2030M, 2117U,
2127U, 2129Y, A1018, G2010, G2020, G2020T, G2030,
G2030T, G2100T, G2120, G2120T, G2130, G2140

; . m q Intel® Core™ Processor Extreme Edition i7-4960X 0 1 F O 2 O
Ivy Bridge E Intel® Core™ X-series Processors Intel® Core™ Pracessor i7-4820K, i7-4930K Desktop 306E4 ED 3 X X

3rd Generation Intel® Core™
Processor Family

Intel® Pentium® Processor Family
Intel® Celeron® Processor Family

Ivy Bridge
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Linux* Processor Microcode Data File

— Version: Latest (Latest) Date: 8/7/2018
Available Downloads Detailed Description

. Intel Processor Microcode Package for Linux*
Linux*

CPU microcode is a mechanism to correct certain errata in existing systems.
The normal preferred method to apply microcode updates is using the system
Size: 1.55 MB BIOS, but for a subset of Intel's processors this can be done at runtime

MD5: b12f8680d87c812302e8c85712ed 1280 using the operating system. This package contains those processors that

support OS loading of microcode updates.
microcode-20180807a.tgz

The target user for this package are OS vendors such as Linux* distributions

for inclusion in their OS releases. Intel recommends getting the microcode

using the OS vendor update mechanism. Expert users can of course update their
microcode directly outside the OS vendor mechanism. This method is complex and
thus could be error prone.

Language: English

Other versions Microcode is best loaded from the BIOS. Certain microcode must only be applied
microcode-20190312 from the EIOS. Such processor mlcr.ocode upda’Fes are never packaged in thIS.

package since they are not appropriate for OS distribution. An OEM may receive
20180703 microcode packages that might be a superset of what is contained in this
20180425 package.



( a About Debian Getting Debian Support Developers' Corner
debian 7 packages / stretch (stable) / admin / intel-microcode

PACKAGES

Search package names v

[ Source: intel-microcode ] [ jessie ][ stretch ][ stretch-backports ][ bust

Package: intel-microcode (3.20180807a.2~deb9ul) [ hon-free]

Processor microcode firmware for Intel CPUs Links for intel-microcode

This package contains updated system processor microcode for Intel i686 and Intel X86-64 a
processors. Intel releases microcode updates to correct processor behavior as documented in the

. L No screenshot
respective processor specification updates.

available. Sorry.

For AMD processors, please refer to the amd6é4-microcode package. Debian Resources:
Bug Reports
Tags: Hardware Enablement: Need an extra tag, Role: Application Data, Purpose: Hardware Driver Developer Information

Debian Changelog
. . Copyright File
Other Packages Related to intel-microcode Download Source Package intel-

microcode:
¢ depends m recommends # suggests 4+ enhances lintel-
microcede_3.201808073.2~deb%ul.c
. [intel-
¢ dep: iucode-tool (>= 1.0) microcode 3.20180807a.2~deb9ul.t
Intel processor microcode tool Maintainers:
Henrique de Moraes Holschuh
{QA Page)
Giacomo Catenazzi (QA Page)

m rec: initramfs-tools (== 0.113~)
generic modular initramfs generator (automation)

External Resources:



Foo

wfischer@tpw: ~
wfischer@tpw:~% dmesg | grep microcode

.000000] : CPUO updated early to revision 0x20, date = 2018-04-10

.113988] : CPU2 updated early to revision 0x20, date = 2018-04-10

.969048] : CPUO sig=0x306a9, pf=0x10, revision=0x20

.969057] : CPU1l sig=0x306a9, pf=0x10, revision=0x20

.969061] : CPU2 sig=0x306a9, pf=0x10, revision=0x20

.969070] : CPU3 sig=0x306a9, pf=0x10, revision=0x20

.969105] : Microcode Update Driver: v2.01 <tigran@aivazian.fsnet.co.uk>, Peter Oruba
fischer@tpw:~$ |

E 1



root@freebsdl2:~ # dmesg
---=<B00T==---
Copyright (c) 1992-2018 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved.
FreeBSD is a registered trademark of The FreeBSD Foundation.
FreeBSD 12.0-RELEASE-p2 GENERIC amd64
FreeBSD clang version 6.0.1 (tags/RELEASE 601/final 335540) (based on LLVM 6.0.1)
\T(efifh): resnlution 800xAAA
CPU: Intel(R) Celeron(R) CPU G1820T @ 2.40GHz (2394.52-MHz K8-class CPU)
Origin="GenuinelIntel" Id=0x306c3 Family=0x6 Model=0x3c Stepping=3
FEaTUresS=uXpTeEDTOTT<FPU, VME,DE, PSE, TSC, MSK, PAE, MCE, CX8, APIL, SEP, MTRK, PGE,MCA, CMOV,
PAT,PSE36,CLFLUSH, DTS, ACPI,MMX, FXSR,SSE,SSE2,SS,HTT, TM, PBE>
Features2=0x4ddaebbf<SSE3, PCLMULQDQ,DTES64,MON,DS CPL,VMX,EST,TM2,SSSE3, SDBG, CX16,
XTPR,PDCM,PCID,SSE4.1,SSE4.2,MOVBE, POPCNT, TSCDLT, XSAVE , 0SXSAVE , RDRAND>
AMD Features=0x2c100800<SYSCALL,NX,PagelGB,RDTSCP,LM>
AMD Features2=0x21<LAHF,ABM>
Structured Extended Features-@xZEGB{FSGQHﬂQF JTSCADT _ERMS TNVPCTD  NFPUSG>
Structured Extended Features3= GXQCGGGGGH{IBPB STIBP L1DFL SSBD>
XSAVE Features=0x1<XSAVEOPT>
VT-x: PAT,HLT,MTF,PAUSE, EPT,UG,VPID
TSC: P-state invariant, performance statistics
real memory = 2147483648 (2048 MB)
=vail memory. 2RR200Q72A8 {1011"\ MFI_‘L
“PU microcode: updated from 0x24 to 0x25
cvenL Limer "LAFLIC (QudLllly ouu




platomav / CPUMicrocodes ©Watch~ | 28 | s Unstar 163  YFork 23

<> Code Issues 0 Pull requests 0 Wiki Insights

Intel, AMD & VIA CPU Microcode Repositories

D 57 commits P 1 branch > 0 releases 22 1 contributor

Branch: master - New pull request Create newfile Uploadfiles  Find File Clone or download ~

:2,« platomav Updated to MCE DB r109 ()1 Latest commit 800b9ab 6 days age
AMD Updated to MCE DB r101 2 months ago
Intel Updated to MCE DB r109 6 days ago
VIA Updated to MCE DB r52 ayear ag
README.md Update README.md 7 months ago

BE MC Extractc y1.24.5
E= README.md

CPUMicrocodes

Intel, AMD & VIA CPU Microcode Repositories

Offset |Last

CPU Microcode Repositories News Feed o e—
CPU Microcode Repositories Discussion Topic
MC Extractor

MC Extractor Discussion Topic

This is a collection of every Latest Production Intel, AMD and VIA CPU microcode we have found. You can use MC
Extractor to check instantly whether a microcode is already at the repository.
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